
ST-500”Piranha” 
Theoretical review and correct workability



Typical eavesdropping device scheme



Purpose

• The multifunctional detection device ST 500 "PIRANHA" is intended 
for the detection and location of eavesdropping devices. 

• Digital and analog

• Also it is intended for operative checking of wirelines 

• IR data transmission channel detection

• Checking of low voltage lines for eavesdropping devices



• Functionally, the device consists of four detection channels:

• SELECTIVE HF DETECTOR is intended for the detection of analog and digital wireless 
(utilizing GSM, LTE, Bluetooth, or WiFi) eavesdropping devices operating in the frequency 
range 20 - 6000 MHz.

• IR DETECTOR is intended for the detection of IR transmitters (eavesdropping devices 
using the infrared range for transmissions). 

• Channels for the detection of wired eavesdropping devices: 

• WIRED RECEIVER is intended for the detection of high-frequency signals from 
eavesdropping devices that transmit information via electric mains and low current lines 
in the frequency range 100 kHz – 180 MHz.

• LOW FREQUENCY AMPLIFIER is intended for the detection of LF signals from 
eavesdropping devices. 



Delivery Set

1.MainUnit
2.Adapter for connecting the main unit to electric 
mains
3.Cable for connecting the main unit to telephone line 
sockets
4.Cable for connecting the main unit to low current 
sockets
5.Cable for connecting the main unit to a PC's USB 
6.Telescopic antenna
7.Charger
8.Headphones
9.USB flash drive
10.Coupler (RJ11)
11.Coupler (RJ45)
12.1x2 splitter (RJ11)
13.1x2 splitter (RJ45)
14.Adapter for connecting a multicore cable and 
screwdriver
15.Case



Delivery case

• Numbers correspond to the delivery set 



Main unit design Marking on the device
Element description
1- Display
2- Keyboard
F1-F4
Hotkeys
ESC
Cancellation (return) key
FUNC
Key to enable additional functions
ENTER
Confirmation key
MODE
Main menu key
3- Power switch and volume control
4- PHONES
Headphone socket
ST 500 "Piranha" Operation Manual: General Information
5- Sensor of the IR DETECTOR
6- ANT
Antenna socket of the SELECTIVE HF DETECTOR
7- INPUT
Electronic switch input
8- Prop
9- Info shield with serial number
10- Inbuilt speaker
11- Charger connected indicator
12- Charger socket
13- Mini-USB for PC connection



Turning on the device

• To turn on the device turn the tumbler clockwise 



After turning on the device

• After turning on the device on the screen following information is 
displayed:

Name of the manufacturer
Device name
Device purpose
Version of the firmware



Press ENTER 

• After pressing enter device switches in main mode selection screen 

Mode Selection screen Battery charge Time 

F1 HF shortcut
F2 IR shortcut
F3 WR shortcut
F4 LFA shortcut

Four available channels: 
Selective HF detector
IR Detector
Wired Receiver
Low-Frequency Amplifier

Settings



Selective HF detector 

• By pressing shortcut key F1 device switches into Selective High Frequency detector mode. 

• The "SELECTIVE HF DETECTOR" channel is intended for the detection of analog and digital wireless (utilizing GSM, LTE, Bluetooth, or WiFi) 
eavesdropping devices operating in the frequency range 20 MHz - 6 GHz. 

• The detected signals are analyzed based on: 

- graphic information (spectrogram, oscilogram, table of signals) 

- acoustic information (via headphones or inbuilt speaker). 

• Functional Scheme of the "SELECTIVE HF DETECTOR" Channel

• (this scheme describes all modes and their purpose) 



Selective RF detector main screen

1 - active channel 
2 - screen cursor 
3 - frequency value at the current cursor position 
4 - dynamic bar indicating signal level at the selected 
frequency 
5 - peak signal value over all cycles at the selected frequency 
(maroon) 
6 - pulse signals detected in the last measurement cycle 
(green) 
7 - continuous signals detected in the last measurement cycle 
(red) 
8 - lower bound of the set frequency range viewing bar
9 - indicator showing the width of the set viewing bar relative 
to the maximum possible range
10 - upper bound of the set frequency range viewing

11 - gain value 



Wireless Comm. Mode

1-active channel
2-active option (highlighted)
3-list of digital communication standards
4-signal levels (green for current level; maroon for peak 
signal level within the range over the whole monitoring 
period)

Following options are available: 
Mobile networks (editable with PC software)
Base stations (editable with PC software) 
User list( special list editable with PC 
software) 
GAIN (sensitivity gain of the receiving 
antenna) 



Base stations and User List screens



Differential mode of RF receiver

• In the DIFFERENTIAL mode, signal levels registered during previous scanning cycles in the "PANORAMA" mode, are set as "0", and only 
signals in excess of "0" will be shown on the screen (differential spectrum). 

• The DIFFERENTIAL mode can be used for isolating the signals from sources within the inspected premises, from external signals. 

• The DIFFERENTIAL mode can be activated from the "PANORAMA" mode by pressing "F3". The "F3" key field will become highlighted.

• Upon activating the DIFFERENTIAL mode, the screen will look as shown below.

1- active channel
2- DIFFERENTIAL mode highlighted as 
currently active
3- constant differential signal registered 
during the last scanning cycle (lilac)
4- pulse differential signal registered 
during the last scanning cycle (yellow)
5- peak signal level at the given 
frequency over all cycles (maroon)



Automated search mode

• The AUTOMATED mode is used to register signals whose amplitudes exceed the adaptive detection threshold. It is activated from the 
DIFFERENTIAL or "PANORAMA" mode by pressing "F2". 

• Search for signals is performed within set frequency limits, based on the data obtained in the DIFFERENTIAL mode (if the AUTOMATED 
mode has been activated from the DIFFERENTIAL mode). 

• Each detected signal is assigned one of the three categories, "NON-THREAT", "THREAT", or "UNKNOWN". By default, those are: 

• "NON-THREAT" – signals of base stations of mobile telecommunication networks 

• "THREAT" – signals of mobile digital communication devices 

• "UNKNOWN" – all the remaining signals. 

1-active channel
2-number of the detected signals
3-data sorting type (by level or frequency)
4-signal level at the current cursor position
5-current table row
6-frequency values of the detected signals
7-levels of the detected signals

"THREAT" signals - red
"NON-THREAT" signals - green
"UNKNOWN" signals - white 



Recognizing Signals

1-active channel
2-white frame of the active window (OSCILLOSCOPE 
or SPECTRUM ANALYZER)
3-OSCILLOSCOPE window
4-digital communications standard
5-division value of the oscilloscope time axis
6-SPECTRUM ANALYZER window
7-frequency value at SPECTRUM ANALYZER marker 
position
8-lower bound of range
9-spectrum
10-SPECTRUM ANALYZER marker
11-upper bound of range
12-passband width
13-signal level (at the current frequency)



Frequency Tuning mode

By pressing ENTER in the automated search 
table, you enter frequency tuning mode. 
This mode is designed for achieving 
maximum receiving signal result. 

Also Bandwidth and Gain can be 
changed .



IR(Infrared) Detector

• The "IR DETECTOR" channel is intended for the detection of eavesdropping devices that utilize the infrared range for transmissions. 

• The infrared detector sensor is located on the upper surface of the Device.

• Analysis of the detected signals is carried out using: 

• - graphic information (oscillogram and signal level bar) 

• - acoustic information (headphones or built-in speaker). 

• To Enter IR detector mode, press F2 or highlight it and press ENTER



Differential mode of IR channel

1 – active channel 
2 – signal level bar 

The DIFFERENTIAL mode helps locate the source of a 
detected IR signal. 
Upon activation, the detected signal level will be set 
as "0" and the signal level bar will be showing the 
difference in excess of it. 
To activate the DIFFERENTIAL mode press "ENTER". 
The level bar will change color to lilac. 

To exit DIFFERENTIAL mode, press "ENTER".



THE "WIRED RECEIVER" CHANNEL 

• The "WIRED RECEIVER" channel is intended for the detection of signals from eavesdropping devices transmitting over 
electric mains and low current lines in the frequency range 0.1–180 MHz.

• The detected signals are analyzed with the aid of 

• -visual information on the screen 

• -sounds (through headphones or the inbuilt speaker). 

• Upon channel activation use the keys   and    to select the circuit type ("MAINS" or "LOW CURRENT") and press "ENTER". 

• A mains circuit is connected to the electronic switch through an adapter. Control of the electronic switch is disabled: only two cable cores 
are tested. 

• Low current circuits typically comprise multi-wire cabling. Eavesdropping devices can be connected to certain paired combinations of wires. 
The Device is connected to those by means of the Electronic Switch. 



Functional diagram of the selected mode



Mains 220V

• After selecting type of the cable upon selecting Mains and pressing 
enter the main screen will look like this

1-active detection channel
2-electric mains selected (this symbol means high voltage) 
3-signal level at the selected frequency
4-frequency value at cursor position
5-screen cursor
6-pulse signals detected in the last measurement cycle (red)
7-steady signals detected in the last measurement cycle (green)
8-peak signal level at the given frequency over all cycles (maroon)
9-lower zoom limit
10-position of the selected band, as against maximum
11-upper zoom limit



Additional modes 

• Search (Automatic Mode), enables the user to automatically search 
for all received signals.

• Differential mode (sets all received signals as 0 threshold and when a 
new signal appears displays them in different color) 

• ATT mode is a built in attenuator.

• Fixed frequency mode( used to analyze a certain frequency manually)



Fixed frequency mode

1-active detection channel
2-signal level at the selected frequency
3-"F2" (toggling AM/FM demodulation)
4-"F3" (turn on OSCILLOSCOPE)
5-spectrum obtained in the latest 
measurement cycle (grey)
6-peak signal level at the given frequency 
over all cycles (maroon)



Oscilloscope mode 

OSC mode helps the operator to distinguish 
between digital and analog signals.



Automated search mode

By pressing search in the wired receiver mode all 
received signals are show in a table 

AM/FM modulation is available
Oscilloscope
ATT is available as well



Frequency tuning

Frequency tuning is designed for a more qualitative 
tuning and checking the received frequency.  



LOW CURRENT CIRCUIT TESTING

In this mode the operator has the 
opportunity to check low current wirelines 
such as: 
Computer cables RJ45
Telephone lines RJ 12

The operation principle is the same as it 
was when checking power lines. Except 
this time the operator has the opportunity 
to check all possible pair variants in a multi 
wire cable.



Correct steps of operation of wired receiver when 
checking low current lines.

• 1. Check voltage. After selecting the mode press check all and check 
all voltage in the line. Please note that if the voltage exceeds the limit 
the that pair will be blocked. 

• 2. After checking for voltage. Select the pair you want to check and 
press Enter. 

• 3. After selecting the pair same modes will be available as in power 
line check up. 

• NOTE: That for correct operation of the device and qualitative 
checkup, it is necessary to select correct type of cable. 



Step 1 Choose correct type of 
cable

Step 2 Check voltage on every 
pair

Step 3 Proceed to the chosen 
pair



SOFTWARE

• PURPOSE

• 1. Preparation and loading into ST 500 of a priori information for analyzing 
the received signals using the "SELECTIVE HF DETECTOR" channel in 
AUTOMATED and "WIRELESS COMMUNICATION" modes:

• -adjustment of "THREAT" and "NON-THREAT" frequency bands,

• -customizing the parameters frequency bands used by digital 
communications devices,

• -customizing the parameters of frequency bands used by base stations of 
mobile communications networks,

• -making/editing user lists.

• 2. Updating the firmware of the main unit processor.



FUNCTIONALITY

• The user can do the following:

• 1. Adjust the factory settings, then download the data to the device and/or save them as a file on the 
HDD.

• 2. Download data from the ST 500 or from the HDD, make the necessary changes, then upload the 
corrected data to the device and/or save it as a file on the HDD.

-Files on the HDD are saved in the "xxx.dat" format, ("xxxx" is the file name assigned by the user when 
saved).

-Only one file can be downloaded to the device, an unlimited number of files can be saved to the HDD.

• PC REQUIREMENTS 

• Operation System: Windows 7, 8, 10 (64 bit) 

• Free HDD space: at least 100 Mb 



INSTALLATION

• The distribution kit is located in the Prog_ST500 folder on the flash card supplied.

• Installation Order:

• 1. Copy the Prog_ST500 folder to the PC.

• 2. Install the ST 500 driver on the PC (run the CDM21228_Setup.exe file).

• 3. Run the ST500.exe file.

• 4. Using the USB cable connect the ST 500 main unit to the PC.

• 5. Turn on the main unit.

• On the PC screen (on the status bar) should appear the inscription: "Подключено по USB" or 
"USB connected". The following message should appear on the screen of the ST 500: "USB 
connected". After that, the software is considered to be successfully installed on the PC.



GRAPHICAL INTERFACE
• The PC screen with running ST 500 software is shown below:

1 - software name
2 - application window 
control (minimize, maximize, 
close)
3 - mode tabs
4 - language setting 
(russian/English)
5 - software mode tabs
6 - data field and controls in 
the active mode
7 - status bar (connecting ST 
500 to PC)



STATUS BAR

• The status bar can indicate one of the three states:

• 1. "USB Connected": the Main Unit is on and connected to the 
computer.

• 2. "Request to connect to ST500…": the PC sends a request to connect 
the main unit (the driver is installed, the main unit is turned off and 
connected to the PC).

• 3. "No response from ST500!": The response of the ST 500 to the PC 
request is not received (the main unit is not connected to the PC 
and/or turned off and/or the driver is not installed).



OPERATION MODES

• 1. "RANGES HIGHLIGHTING" mode 

• 2. "MOBILE BANDS" mode 

• 3. "BASE BANDS" mode 

• 4. "USER BANDS" mode 

• 5. "FIRMWARE UPDATE" mode 



Ranges Highlight mode

• This mode is intended for defining the limits of bands in which the presence of "THREAT" or "NON-THREAT" signals is likely.

• "THREAT" bands:

• -operating frequency bands of digital mobile communications devices

• -operating frequency bands of mobile cell phone base stations

• -known frequency bands utilized by eavesdropping devices

• "NON-THREAT" bands:

• -operating frequency bands of base stations of mobile communications networks

• -broadcasting bands of television and radio stations

• -operating frequency bands of various radio devices in legitimate use on site

• "THREAT" frequency bands are highlighted red, "NON-THREAT" bands are highlighted green.

• Once information on "THREAT" and "NON-THREAT" bands is loaded into ST 500, signals listed in the AUTOMATED mode table of the SELECTIVE HF 
DETECTOR , will be highlighted accordingly. If a signal is detected in a "THREAT" band it is highlighted red, if in a "NON-THREAT BAND", green.

• If a signal's frequency falls within neither of these bands, the signal is classified as "UNKNOWN" and highlighted white.

• If search for eavesdropping devices is conducted on the site on a regular basis, it is advisable to save band assignments in data files.

• The mode is activated by selecting the "RANGES HIGHLIGHTING" tab. The screen upon mode activation is shown.



Ranges Highlight mode screen
1-list of highlighted ranges: sequence number, initial (lower) and ending 
(upper). The line of the adjustable range is highlighted in blue
2-activity checkbox. If not ticked: signals found in this range will be classified 
as "UNKNOWN"
3-info button showing a user comment left while editing the range
4-controls for data exchange with ST 500
5-input field for initial (lower) frequency
6-input field for ending (upper) frequency
7-text color selection box (red or green)
8-input field for comments (only numbers and Latin letters can be used)
9-band deletion (the active line highlighted blue will be deleted)
10-accepting/canceling changes made
11-adding a new range
12-return to factory settings of the "RANGES HIGHLIGHTING" mode



• "MOBILE BANDS" MODE

• “Base Stations” MODE

• “USER list” Mode 

• All the frequency diapasons in the above modes can be edited via PC 
software. And saved to a file on the PC for further use. 



Please note!!!!

• The software is standalone and does not require installation. It is 
provided on a USB drive. 


